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» Founder, ikeriri network service co.,ltd
since 2002 «— Enterprise solution,
Nortel networks «—Bay Network

* Wrote 10+ books about packet
capturing, analysis, inspection, and
consulting ( in Japanese )

rrbidie rkigze o Reseller of Riverbed Technology
( former CACE technologies ) and
Metageek in Japan
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Ikeriri network service co., Itd.
Packet capture company

) Packet never lies.

FEO»% SEGA OEE Nsw
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make it possible with canon
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» Consulting 7
* Reselling
- Debugging | Packet
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Reseller of Riverbed Technology,
Metageek, OSCIUM, Dualcomm etc.

* |keriri is one of the reseller of Packet capture /
analysis products in Japan

» Riverbed Technology’s AirPcap, TurboCap, Pilot
+ Metageek Wi-Spy and Chanalyzer % OscluM

» OSCIUM products iverbed (g O oL AYEOMA

\ '_‘*' TECHNOLOGY. INC
* Dualcomm products | |
etc. “a
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http://www.ikeriri.ne.jp/develop/develop/
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» Packet capture debugging is like a Black box-test

» Use Pcap/pcapng for boundary value analysis
two ore more pattern / type of the issue
OK pcap and NG pcap, ) frsreae ) Ykessusoiane
setON pcap, setOFF pcap

» Collect Pcap in less experiments using equivalence
partitioning ( grouping same environment pattern )
We choose only 1 pcap of them and test

Ikeriri network service co., Itd
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» We should capture comparison pcap files for
debugging because there may be clues !

» Using boundary value analysis and equivalence
partitioning, collect comparison pcaps.

* Some cases we can easily find the problem, keys,
and the answer only watching 2 pattern of pcaps.
Expert info | |s eaS|est” '

Channe| SieStreneth  |RSSI | Type/Subtvpe

2437 [BG -44 56 dData
2437 [BG -54 46 dAcknowlec
015108000 2437 [BG -40 60 dData

0@
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Create plan of
Experiment
» Hearing the customer in deep, ng’égjf:‘e”e
address (MAC,IP) port (TCP,UDP) P
log message, how to ? How many ? the iteration
- Host type, OS, Software version AT

*Android is difficult ( many variation)
I0S ( iIPhone and iPad ) is simple
Windows 7/8 may be in same result test configuration

Ikeriri.netvEr':QqugnQy IS also |mp0rtant . @j

http://www.ikeriri.ne.jp
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Standards and protocol and sequence

: = Standards, protocol helps us
~==  debugging, using documents,
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» Clear browser cache for capturing all communication
packet.

» DNS cache is also clear if you need to get DNS query-
response packet

» Disable or turn off Windows firewall and personal
firewall etc.

» Stop and exit software and service of sending packet
like VPN(keep alive), UPnP(SSDP discovery), iTunes

 Record Date, IP address, tcp port and MAC address for
inspecting later.

Ikeriri network service co., Itd
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s avvk Fov7h

C:¥Documents and Settings¥takeshitar ipconfis

Windows IP Confizuration

Ethernet adapter O—H)L T V) 7FHEHs:

33F-C85000C42FB2 1

C:¥Documents and Settings¥takeshita>

» Executing ipconfig and getmac command and
redirecting help us inspecting later

Ikeriri netwo?serwce co., |

http://www.ikeriri.ne.jp
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s avvk Fov7h

LISTENING

ocal:0 LISTEMIMG
LISTENIRG
LISTENING
LISTENING
LI S TEM MG

o LISTENIRG
; 19415205280 - ¢ 19 9. ikeriri.local:0 LISTENING
TP HP19415295289:10 HP19415295289. ikeriri. local 0 LISTENING
TCP  HP19415295289:5152  HP19415295289. ikeriri. local:0 LISTENING
TP HP1941: HP19415295289 . ikeriri. local:0 LISTENING
TP HP19415205289: 10250  HP1941 iriolocal:0 LISTENING
TP P19 1597015 HP19 9. ikeriri.local:0 LISTENING

C:¥0ocuments and Settines¥takeshitarnetstat

At ive Connect ions

P10
ESTABL ISHED

» Show tcp/udp connections using netstat,
and | recommend piping and find matching (LISTEN)
stat - tells bind application to socket.

Ikeriri network service co. ?tg
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= avvk Fov7h

Urkrown protocols

C:¥locuments and Settings¥takeshitarare -a

C:¥Documents and Settings¥takeshita>

» Please check your NIC status ( including Error and
Discard frames ) using netstat —-e command.

Ikeriri network service co., Itd
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» Today almost NICs offload tcp, udp/ip function.

» Almost NICs support Gigabit Ethernet and carrier
extension ( over 1500MTU ex. 9kb MTU)

 Wireshark read pcap stream from WinPcap

» Please check offload settings in properties
in NIC ( from device manager)

* Also please check MTUtOO- x
(Jumbo frame or MTU) =i o vl || i 2

fJfJL;?J . BIHTE f"a‘ﬁ?b<?_‘ DDL;?J . BT EDEERERL TS,

Ehlls o] {E(!}' 7‘ TP 1B
FroFH L A0 F(IPvd) a = S AF T L, A0~ F

uopﬁébb‘n 3‘7D*H(IP\\:4) B Joute /i = o 0
1A P

T+ —25— (Enerey Star)
S AT AT

s
KﬂELf a‘ = (IPva)
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» To add extension of cap and pcap,
set type as clear text search,

We can search pcap/cap files like Google !

off course in multibytes ( in Japanese

» Control panel -> index option / folder option
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- || wzms |
WO B e (XS TN [ At g
(LTRSS HE TR RN TR BT, Tr (L2 e L.
271 VBRSO
JPa——— Py, e ST e ]

2 | Internet Explorer FERE
Internet Explorer RERE (IKERIREmegumi)
Internet Explorer RERE (tzukumotan¥takeshita)
Microzoft Outlook (IKERIRE megumi)
D754 I
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2A7510 774 )b (tsukumatan¥takeshita)
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Capturing many interface in one time

~heck multinle interf  cant

In case of checking many interface in the same time,
now check multiple interface and start capture.

» Trace file is combined with multiple interface

For example upstream/downstre
client/server and so on.

4" Wireshark: Gapture Interfaces

am from router.

T2l Wireshark: Gapture Options = |EI ll
Capture
[Capture] Interface [Link-layver head=dPram. ModeSnaplen [EBuffer [ME Oa;l
¥Device¥NPF_{8D020132-325--
W fesr3pscdcst bfiadi1 Ethernet enabled default 1
10005
Sun: ¥Device¥NPF_{09CAGAIS--
M fbecsaofe:si0egesT Ethernet enabled  default 1
132168561
Microsoft: ¥Device¥NPF_ {281
Ethernet enabled default 1

4

- B8 4526084 d0
0onoo

[~ Capture on all interfaces

=10 x|

M gl Sun

Pl 55 o o e s Pkt

Ikeriri network service co., Itd
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Description
fedl:30dc:dchbfd l:ad 11

fedlochdcf09:3708:92 87

[ g Microzoft

atart

fed0:9880:4a52:6054:45

Stom

Packetz
17

¢l
]

all in promiscuous mode

=)
Packets/z onse. |
) Itiple files [~ Use pcap-ng format
QEtEIllS E every Il :’ meeatytels) j
Detailg E every Il :’ minutels) j
= fer with 2 = files
Detailz biture after ll_ = filels)
Iliﬂ packetle)
II ﬂ mezalyiels) j
Options Ciloze L Al |

Display Optiohs

W LUpdate list of packets in real time
W Butomatic scrolling in live capture

W Hide capture info dialog
Mame Resolution

W Enable MAG name resolution
[ Enable network name resolution

' Enable transport name resalution

Start Giloze




Ikeriri

USB Debugging

» We can capture USB frames using Linux

* VMware environment also works

Tl usb_memory_stick pcap [Wireshark 133 (SVN Rev 45256 from /trunk—18)] _|ol x| Tilusb_memory stick_create file pcap _[Wireshark 1.8.3 (SVH Rev =1olx|
File Edit Miew Go Gapture Analbze Sfatistics Telephony Iools Infernals  Help File Edit Wiew Go Capture PAnalyze Statistice Telephony Tools  Iiternals  Help

BuWeeN EEX2E|A++9F2|BE aQAaD FEB | B SEeME EEXBS. AeswTFLBEIQRAAD] -
Fi\ter.l | Epression. Clesr Apply S Filter | =] Exprssion. Glear Apply Save

BOZ 11 Ghanne! mohannE\OHsel EFGS Filter: | &1 Frames || wireshark | Wieleos Settings . Decryption Keys BOZ11 Chanrel I_LICH-B""E‘ Offset I_L[FGS Filter | & Frames: v ||Wireshark = | Wircless Settinzs . Decryption Keys

Mo, [Time |Source [Destination |Protocal _[Info N No.  [Time !SDurce |Destination |Protosal_[nfo_ |
46 2007-02-06 17:05:45. 8.0 host USE  GET DESCRIPTOR Response STRING = 50 2007-02-06 17:09:17.19.32 host USE  URE
47 2007-02-06 17:05:45. thost 2.0 USE  GET DESCRIPTOR Request STRING[Packet size limited ¢ 51 2007-02-06 17:09:17.'host 9.1 USE  URE_
48 2007-02-06 17:05:45. 8.0 host USB  GET DESCRIPTOR Response STRING 52 2007-02-06 17:09:17.9.1 host USE  URE
49 2007-02-06 17:05:46. thost 8.0 USE  SET CONFIGURATION Request 53 2007-02-06 17:09:19. host 9.2 USB  URE
50 2007-02-06 17:05:46.(8.0 host USE  SET CONFIGURATION Response =l 54 2007-02-06 17:09:19.19.2 host USE  URE«|

i | 0| L 0

# Frame 46: 52 bytes on wire (416 bits), 52 bytes captured (416 bits) = Frame 50: 79 bytes on wire (632 bits), 43 bytes captured (384 bits)

= USE URB
URE id: Ox00000000F4370d40
URE type: URB_COMPLETE ('C')
URE transfer type: URB_LCONTROL (0x02)
Endpoint: Ox80, Direction: IN
Device: 8
URB bus id: 1
Device setup request: not relevant ('-')
Data: present (0)
URB sec: 1170749145
URB usec: 986943
URE status: Success (0D
URE Tength [bytes]: 4
Data length [bytes]: 4
Reqguest in: 45
[Time from request: 0.006988000 seconds]
[bInterfaceClass: Unknown (OxFFff)]
STRING DESCRIPTOR

@

| @ s

= USB URB
URE id: Ox00000000F68Fc8cO
URB type: URB_COMPLETE ('C')
URE transfer type: URE_BULK (0x03)
Endpoint: 0x02, Direction: oUT
Device: 9
URB bus id: 1
Device setup reguest: not relevant ('-')
Data: not present ('»'D
URB sec: 1170749357
URB usec: 532797
URB status: Success (00
URE Tlength [bytes]: 31
Data length [bytes]: O
Request in: 49
[Time from request: 0.001347000 seconds]
[bInterfaceClass: Unknown (Oxffff)]
[Packet size limited during capture: PRP truncated]

"

q

0000 40 Od 37 4 00 00 00 00 43 O 80 Oz 01 00 2d 00

fetwiork sérviceico.;iItd:: o o &

00 00 00 00
04 03 2

0000
0010
0020

| <

cO cB Bf fo 00 00 00 00 43 03 02 09 01 00 2d 3e
ad 37 cB8 45 00 00 00 OO 3d 21 0B 00 00 0O 0O 00
1f 00 00 00 CO 00 00 OO 00 00 00 00 00 00 00 00

O 57 | File: “r¥packets¥ush_memory_stick_create_fi~ [+ | Profile: Default

htt,ogywm%ﬁmem

" [~ [ Profile: Default
J1



* Protocol.field.value style

- Easiest way Is taking use of actual header field
(right click and show submenu and set/prepare filter )

» Condition of multiple format &&(AND) ||(OR)
parameter value can be compared (gtge/ltle )

» Automatic complication will help you to create

» Contains keyword ==
http.request.url contains ikeriri

B e e

Ikeriri network service co., Itd
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Mark and export specified packet

Drint packet information {0 text fi

» Marking packet is important for good report.
» Export specified packet and create good trace file.
* Text-based packet information is usable to send

email and making report.

Capture  Analvze  Statistice  Telephony  Toole  Internals Help

Cipen... Ctrl+ @ =
L =] (

Cpen Becent 3 ® ? ‘Q. Gl
IMerge... » | Expression.. Clear  Apply

I Import

¥ Clos

1 [&] Save

I [F] Save f=..
File Set

I Export Specified Packets..

I Export Packet Dissections L L
Export Selected Packet Bytes.. GtrltH 10 0 0 1c
Export S50 Sescion Keys.. e
Export Ohjects » 10.0.0.5

g Erint. cyrp LD5:F4:56 Broadcast
3 10.0.0.2¢
@l Guit Ctrl+Q

|
eb\,('lﬁ@scen Kdre (480 bits), 60 bytes ¢
ht E/wwmkenmnegbpc AsustekC_ 55: f4:56 (20:cf:30:5¢

zll\rlrlr-nrr DacAalii+aiman Brataral frandinac +3

(o Plain text

("~ PostScript

[T Output to file:

Packet Range

" All packets
(" Selected packet only

(" Specify a packet ranee:

~lolx]

Iwireshark ot

Captured I Dizplayed

i

= = 3 —

[ Remowe [Enored packets

Help

g
1
2
4
0

]

Packet Format
[w Packet summary line

[w Packet details:
" All collapged
(* Az dizplayed
" All expanded

[ Packet bytes

[~ Each packet on a new page

Print I Cancel




TIPS : Useful shortcut
shorteut  Jcontents

Ctrl+ T, d Set mouse in packet detail pane, easy to go next / back
previous packet ( useful !l )

«,— Expand / collapse information

Ctrl+O,Ctrl+W,Ctrl+P, Open, Window Close, Print, Save,Quit

Ctrl+P,Ctrl+S,Ctrl+Q

Ctrl+H Output Hex data ( for exporting raw data )

Ctrl+F Find packet

Ctrl+T Set reference time ( for calculating response time)
Ctrl+Shift+P, preference

Ctrl+Shift+A Profile

Ctrl+[Space] Immediately clear temporary coloring rules.

Ikeriri network service co., Itd
http://www.ikeriri.ne.jp
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Start capturing, then test ping command

T Pine®M ¥} F v pcap — Graph fnalysis i ] 4|
e Sony_fabdbf Wiztron_30:23:ch 192.168.1.13 Comment J
Broadcast 192 168.12
0.000000 mwm AP Whohas 1921681 137 Tell 1921681 2
0001144 - 192.168.1.13 i= at " ARF 1921681 13 is at 001 5:d3:3023:ch
0.000284 o Echo (ping) regue . IGHE: Echo (ping) request id=Cha200, seq=486.41 5, tHi=1 28
0001028 “ cho (ping) repl o ICF: Echi (ping) reply =000, seq=40E6.1 5, tH=1 23
®

communication under TCP/IP
* ARP request / response loop make address resolution.

* ARP result is remembered and cached for 120 seconds in
each PCs

 |CMP echo request / response loop check layer 3 connectivity.

Ikeriri network service co., Itd

http://www.ikeriri.ne.jp
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» Check identification field of I[P header
same Identification number means re-send packet,
fragmentation, and security problem.

 TTL field is the hint of hop counts ( always the node
uses 128/64 )

 Check DF/MF bit and offset field in IP header.
» Compare IP length field and MTU size.

Ikeriri network service co., Itd
http://www.ikeriri.ne.jp
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ping a.b.c.d =1 1500 -f

* original

Ethernet Il Message

(14) 1500

* Fragment

Ethernet Il Message
(14) 1472

* Fragme

IP(20)
DF= MF=
offset=

Ethernet Il Message

28

(14)

Ikeriri network service co., Itd
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Count packet size (MTU1500)

ICMP -28

Ethernet I IP ICMP Message

(14) (20) (8) 1472(MTU=1500)

© ping IP - size ><%-f fragment disabled
TCP HTTP and many protocols -40

Ethernet Il IP TCP Segment size
(14) (20) (20) MSS=1460

UDP VOIP and video transmission -28

Ethernet Il Datagram size

(14) 1472(MTU=1500)

Ikeriri network service co., Itd

http://www.ikeriri.ne.jp
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» NTT east flets
MTU 1454Bytes MSS 1414Bytes

* NTT west flets premium
MTU 1438Bytes MSS 1398Bytes

* G
G
- U

RE + IPsec (transport mode) 1440 Bytes
RE + IPsec (tunneling mode) 1420 Byte

DP(NAT Traversal)

IP(20) UDP(8) , PPPOE, PPP header

Ikeriri network service co., Itd
http://www.ikeriri.ne.jp
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x

Input destinafion IP address

|12?.D.D.1
. Time To Live
* For checking TCP vs. UDP i
t . f | ~UDP Port
IL IS Very useitu & Default portlecho) (User definable)
© User definable port |?
=10l
File Option Help
Yiioliips) ! x
Desfination : 127.0.0.1 %I Traffic Patt -
Time To Live 16 ) r
Port: echo & Continuous and constant
Traffic Pattern Continuous and constant ,
. ¢ Confinuous and random

Period to update I =

B Utilization x

" Brust and periodical
Input bandwidth utilization in kbps. c |  Burst and random
Cance
4
| Period to update ufilization
Ikeriri network service co., Itd !
http://www.ikeriri.ne.jp

30



» Compare TCP ( connection oriented ) and UDP
(connectionless protocol ) and visualize.

» Lets use 1O graph function and filter packet by protocol
» Set X axis to seconds and Y axis to bit/tick (means bps)

00000000

00000000

......
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

Ikeriri network service co., Itd
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Wireshark set stream |D (tcp.stream) in each TCP
connection automatically.

Filter by tcp stream number and colorize conversation.
Check bytes using “Follow TCP Stream’

[———

UDP stream is also analyzing by “Follow UDP Stream”

TR | % g (I

0.0
20.0
30.0
40.0
50.0
an 7

0
.002444 202
00033 172
37035 172 -
.002904 202

AATEA 207
«Frame 1 (66 by
+ Ethernet IT,
< Internet Proto. #=

Fallsn TOP Sham.

o
S U Oecode Ar.

Show Pkt s o Waros

- Transmission Currtrm—Prc'l:UtU'I, src Por

O TyTES wa ¢ Gebd
4:9f:1e (01 201

|_Seq=0 Win=042}
ttp > rsom [SYN, ACK] Seq=0 Acl

rsom > http [ACK] Seq=1 Ack=1 w'
Sl 3HTTP, POST /rms/mall/basket/vc HTTP/1

;I-

we  [6.6.13TCP h .
Jl2.51.3 Tcp
1[2.

e ‘ http > rsom [ACK] Seq=1 Ack 100
o =

Golr 2

16.6.13 (1 coms

Goe &
Golr &
Gole 10

1 New Colerne e,

9f:1e),
, Dst: 202.72.51.38 (2
foler T 89), Dst Port:

Dst: Dell_lc:a

http (8

L
0000
0010
0020
0030

00
00
33
fa

0040 04

14 22 1c a2 99 00 Ob
34 ed 36 40 00 80 06
26 0b 49 00 50 05 46
f() 18 b6 00 00 02 04

97 94 9f 1e 08 00 45 00
5e 01 ac 10 06 0d ca 48
9b 06 00 00 00 00 80 02
05 b4 01 03 03 00 01 01

Ikeriri network serwce co., Itd
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Fatkens 3 Da

7l Follow TCP Stream

LUl ENI=RER. 4‘_
Stream Gontent

POST /rms/mall/basket/vc HTTP/1.1 =|
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-
shockwave-flash, app11cat1on/vnd ms-excel, application/vnd.ms-powerpoint,
app11cat1on/msword B
Referer: http: //1tem rakuten.co.jp/nigari6l2/andino700creamer/
Accept-Language: ja

Content-Type: application/x-www-form-urlencoded

UA-CPU: x86

Accept-Encoding: gz1p, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.1;
1.1.4322; .NET CLR 2.0.50727)

Host: order. step.rakuten.co.jp
Content-Length: 78

Connection: Keep-Alive

Cache-control: no-cache

f-lf\)'\ll-: Ar DE_AafQ12INAFAAILAA~20N2T1 027D ~1 n‘l‘ TE .
w Save fs | Brint [[Entie conversation (21432 bytes)

Help

.NET CLR

A

PRSP PR SR PO PP VN1 e T ot VA
-

j " ASCI (" EBCDIC  Hex Dump (G Arrays (@ Raw

Filter Qut This Stream ‘ Close




 \We can restore HT TP data from WEB communication
pcap/pcapng files by File>Export>Object>HTTP
» HTTP statistics is important

the count value means Web application performance
1 |mage map VS. 100 glf f|Ie

=
. |
u:tu 8 = oK Hoply Gancel E
_ e | | Emth Field desc:
Ikeriri network service co., Itd ok — |
http://www.ikeriri.ne.jp
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Tl {1 452757 peap — Graph Analysis

HewlettP 88:eb:f8

Tz 100089 017471847
2WAIN 17826 6928156 250

0000 |, fapiod > http [SVIfl ; ;
0967 (QQDS.MM(SD. E E
0967 (HDSPMLM(SDJ ; ;
0967 (2207)" hpssd = hittp [RST, :(80)
0477 (HDSIMM,I(SDI '
1105 (IDSSIA%;ﬂ?DIW
1167 (2209“ rlmf-|§>|llttg|5‘fN - (80' '
1177 (HDBI_—WIMLEI—‘(SDI
1177 (2205“ rimf-ps > .httglM:l( - (80' '
1177 (2205“ GEI',[swfdaIg,[hnme[m - (80' E
119 (2209u.' httg>r|mf—p§|M:K (80' '
1204 (2209)" ITCPgmentnfar (80' E
12068 (2209“ lTCPgmentnfar .(sou !
1205 (2209)" rimf-ps > 'httglM:l( +(30) E
1216 (2209“ lTCPsegmentnfar |(80| !
1218 (2209)" ITCPgmentnfar i(20) E
1219 i2209u4p5—u—""mf_ > http [ACK (80) i

5l
Ikeriri network service co., ltd

Save Az

Eroadcast

HewlettP Oc:89:cf

1on04

1000182

Statistics>FlowGraph and maximize the screen
Display filter is very good ways to create good visualization.
If you need to follow TCP, set graph to TCP graph.

Compare behavior with RFC and standards

266 266 265 255

7

- [Ofx

Comment

TCP: hpiod > http [SYN] Seq=0 Win=64240 Len=0 M55=1460 b
TCP: http > hpiod [SYN, ACK] Seq=0 Ack=1 Win=1420 Len=0 M55=
TCP: hpiod > http [ACK] Seq=1 Ack=1 Win=64672 Len=0

TCP: hpssd > http [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

HTTP: GET / HTTP/1.1

UDP: Source port: syscomlan Destination port: 27017

TCP: rimf-ps > http [SYN] Seq=0 Win=64240 Len=0 M55=1460
TCP: http > rimf-ps [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M5¢
TCP: rimf-ps > http [ACK] Seq=1 Ack=1 Win=64672 Len=0

HTTP: GET /swfdata/home/movie/main_kyoryu.swf HTTP/1.1

TCP: http > rimf-ps [ACK] Seq=1 Ack=367 Win=6432 Len=0

TCP: [TCP segment of a reassembled PDU]

TCP: [TCP segment of a reassembled PDU]

TCP: rimf-ps > http [ACK] Seq=367 Ack=2753 Win=64672 Len=0
TCP: [TCP segment of a reassembled PDU]

TCP: [TCP segment of a reassembled PDU]

TCP: rimf-ps > http [ACK] Seq=367 Ack=5505 Win=64672 Len=0

| sl

Cloze |

http://www.ikeriri.ne.jp
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Trend analysis BASIC
TopN style, and drilled down in details

T Endpoints: RFEIDWeb¥ v FrM{20115E8 H8H) pcap ] 5 Tl Endpoints: WPSOBFSIIEER (33 peapng =10l x|
Ethernet: 14 | Fibre Ghannel | FDDI| Pvs: 165 | Pvé: 11 | P | e | WO | REvE | ST | Taken Rine | UBP: 584 | e | AR Etherret | Fibre Ghenrel | FODL| teusi 6 | thot 1P 2 | i | wiee | Rewp | st | Ter | Token Fire | s | wian s |
TGP Endpoints UDP Endpoints
Addess 4 [Port 4 [Packets 4 [Bytes 4 [T Packets 4 [T Bytes 4 |Fx Packets 4 [Re Bytes 4 |Latitude 4 |Longitude < |~ Address 4 [Port 4 [Packsts 4 [Bytes 4 |Tx Packets < [T Bytes ¢ [Rx Packets 4 [Rx Bytes 4 |Latitude 4 |Loneitude 4
2015106181 snpp 93 162 199 23 75746 520 86 443 = -= 19218821 direis o e i L) ! ! - )
oeg16al  to0rs 0 ea p v 6 LA - B 230255256050 ssdp 243 106 612 0 0 23106 512 - -
102188111 ssdp % 10041 FL TR IY 1 1 - -
1921681621 50075 0 2254 1 1834 7 420 - - 10216921 e 9 52938 e mram 0 0 - B
1021681621 50076 9 11951 30 1620 49 10331 - - 10216821 bootps s 1908 ’ | 20 . . - R
1920681621 50080 LS T 7 378 7 941 - - 365955 265 255 bootpe 3 196 0 0 ) 1 %61 - R
1921681621 50079 1 195 12 1455 9 540 - - 1921692100 bootpe T e 0 0 1 534 - R
1021681621 50077 1580 20131 10 15 771 56 3 360 - -
121108191244 57900 ! 228 2 120 2 108 - -
1921681621 50160 s 228 2 108 2 120 - -
1021681621 50182 15 1160 8 567 7 1] - -
1BA00171227 13664 151160 7 593 8 567 - -
1921681621 50101 il 518 5 318 5 ano - -
12111421645 dip 1 518 5 200 5 318 - -
1921681621 50183 3 16T 12 854 1 820 - -
11524119122 10667 PR 1 820 12 a54 - - = - -
¥ Mame resalution [T Limit to dizplay filter
[¥ Mame resolution [~ Limit to display filter Help GCopy Map
Help Ciopy Iap: Gloze I

. Create TOPN list table of Endpoint and filtere
2. Create N<>other list table of Conversation
3. Then create protocol hierarchy and check stream

Ikeriri network service co., Itd
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Utilize 10 graph in two ways

» Set packets to Y axis to create ERROR graph
Histogram style is good for Frequency graph

» Set bit to Y axis to create BPS graph
line style is good for amount graph.

T2l Wireshark 10 Graphs: {EgiaikEE 57 pcap

Tl Wireshark [0 Graphs: [E@ERIEENST peap
— 1000000

00s 20z 40z Bls 80s

(il L

Graph: - B _— 500000
Graph 1 |Oo\or Filter: | Stwle: [ Line LI Tick interval: ID.1 zEC - L
Graph 2 Caolor Filter: Itcpanalysisack_lost_segmant Style: [FBar ;I Pixels per tick: |5 - r

= .

Graph 3 Filter: Itcpanalysisduplicate_ack Style: [FBar [T Wiew as time of day
- A ls Az

Graph 4 Calor Filter: ItcpanaIysisretransmission Style: |FBar

Unit: I Packets/Tick - LI _’I

Graph 5 Filter: Itcpanalyslsout_of_ordar Style: [FBar — Graph W
Scale: IP.um -
— I Graph 1 Golar Filter: | Style: |Line LI Tick interval |1 =] =
Help | Gopy | Save Close | Graph 2 [Colaor Filter: | Style: | Line LI Pixels per tick: |5 &
Graph 3 Filter | Style: [Line LI [T View as time of day
Graph 4 |Color  Filter: I Style: |Line LI Y A
Unit:IEl\ts/T\c:K -
Graph 5 Filter: I Style: |Line LI
Scale: IPiutU -
LI} " —
Ikeriri network service co., Itd o | o | 5 o
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Dige"t Auth SUCCESS/FAIL

VO —F (5B —325E (BIh) .pcapng

» Digest authentication will be failed when ID/Password mismatch

GET ,.-’admin,.-’index.ﬁt = HTTP: GET fadmin/index. html?lang=ja HTTF/1.1
HTTP/1.1 401 Unauth HTTF/XML: HTTF/1.1 401 Unauthorized
53259 > hittp [ACK] - TCF: 53250 > http [ACK] Seq=B64 Ack=1155 Win=64544 Len=0

401 Unauthorized
* |f success

)

—G:_F-'ﬂdﬂ-'lﬂd&ht—._ HTTF: GET fadmin/index html?lang=ja HTTF/1.1

R [TCP segment of & r =T TCP: [TCF segment of & reassembled FOU]

ErErT [TCP segment of & r : TCP: [TCF segment of 5 reassembled FOU]

B 53259 = hitp [ACK] - TCP: 53258 > http [ACK] Seq=1417 Ack=4075 Win=65700 Len=0
rEnR [TCP segment of ar : TCFP: [TCF segment of a reassembled POU]

e [TCP segment of ar : TCF: [TCF segment of a reassembled FOU]

e 53250 = hitp [ACK] - TCP: 53250 > http [ACK] Seq=1417 Ack=6305 Win=65700 Len=0
N HTTP/1.1 200 OK it HTTF: HTTF/1.1 200 OK (text/htmi)

Ikeriri network service co., Itd
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* Try to click “Home” and check trace file.

0. 000000000 192.168.100.1 192.168.100.100 66 62088 > http [SYN] Seq=0 Win=8192 Len=

1

2 0.000702000 192.168.100.100 192.168.100.1 66 http > 62088 [S5YN, ACK] Seq=0 Ack=1 wi
3 0.000752000 192.168.100.1 192.168.100.100 54 62088 > http [Ack] Seg=1 Ack=1 win=657
4 0.000857000 192.168.100.1 192.168.100.100 381 GET /-wvhttp-01-/open.cgi?seq=0.736964
5 0.001472000 192.168.100.100 192.168.100.1 60 http > 62088 [ACK] Seq=1 Ack=328 win=6
6 0.004677000 192.168.100.100 192.168.100.1 365 HTTP/1.1 200 ok (text/plain)

*  Once called control.cgi and c.1.ae.brightness==
c.1.wb==auto c.1.shade==off c.1.focus==auto c.1.zoom==6040
c.1.pan:=-4014 c.1.tilt:=-153
value send to the server =

\ — 2500000

 Moving picture needs 5Mbps :
how about creating IO graph and set Y axis Pl o
as a bit/tick

v ||| Tick interval:1 sec

« ||| Pixels per tick: 10 |«
View as time of day

- Y Axis

7 ||| Unit: Bits/Tick

* ||| Scale: Auto

Smooth: | Mo filter

Ikeriri network service co., Itd [ saw Close
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 Need Jumbo frame or IEEE802.11a/n go NX

» We have to capture their own 4 way handshake to
decrypt pcap file secured by WPA2-PSK,

* |ts terrible troublesome to match between the WPAZ2
handshake and the communication packet.

« Set free channel

In test capture
( android 14ch NG) -

Ikeriri network service co., Itd
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el 4



Type/Subtype, TX rate, BSSID, CH, RSSI

* In Wireless environment, please watch important
field of IEEE802.11 header, physical (radiotap/PPI)
header ( Type/Subtype, TX Rate, BSSID, CH, RSSI)

 Many troubles are occurred before Data exchange

Dizplayed|Title |Field type
[w Mo, Humber
hOSt AP W Time Time (format as specified)
[v Chanrnel Frequency /Channe|
[v SigStrength  Custom (radiotap dbm_antzignal)
@ ¥ Rssl IEEE 50211 RSSI
4“» W  Tvpe/Subtype Custom (wlan foivpe_subtype)
) W T Rate IEEE 802.11 T¥ rate
[w] Source Source a ddresz
4 | [v B35 Id Cuztom (wlanbzsid)
[w] Destinatio Destinat dd
[v Protocol Protocol
othmmien e DS -




» |[EEE802.11 and related standards, protocols are
not so punctual and irritate rules ( they are not
described in detail and all step, procedure, but just
set the summary )

* For example WPS is famous and many user use
the PIN or button settings, but the deployments in
Wireless devices differs a lot o o

© We have to check sequences == =
in detail for debugging S INE =T

{T8EAP-RaguamiMs

DTEAOLT

Ikeriri network service co., Itd e |
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* In old days we use sampling technologies
like SNMP, MRTG, and many flow analysis
such as Cisco NetFlow, sFlow, iFlow

Ignored Ignored Ignored May be
' o ! _ | ' !

» But small packet ( 64 bytes — 100 bytes ) may be ignored.
Some small packet is important symptom of analysis ( ARP
[ TCP SYN /HTTP GET and others )

Ikeriri network service co., Itd
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» Typical Intel's GigaNIC (e1000),

PuﬁrmL 7|/ J_\E/ 4byte]

typical Dell PowerEdge2850 / Xeon 2.8GHz 1\7&\ = i A
RAM 1GB (PC3200, DDR2, 400MHz) ol S 14oMbpsiErET Llf"
ﬁ w | — CONES 100 f_f\\
- Threadshould is 140Mbps in Frame size =64 ¢ . ~—
. ’ 0 i200 ﬁ/ﬁh %h :‘J;;\s;a‘l“—‘ioo
- Frame size = 200 , actual rate 400Mbps o P Do
* Frame size = 1500 , may be ok, no problem.
- We need TurboCap 140Mbps FEETROYTH&E
; /\\ ; % g 80
¥ N\ - o B s0
i ™~ / ¥
e, N o
ZL—b [Mbps] rEuZL—k ] -\T’ 20 -
Ikeriri network service co., Itd 1' rSES L
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* Using TurboCap, MMMM packets received by the
application NNNN packets accepted by the fllter and
dumped to disk T

- To fix, Optimize 1/O access flow i |
packet -> IRQ -> SVC -> driver -> 0S porth | L] [pors

 Use 6 cores Xeon-L5640 and 24GB RAM !
( power resolve things and no page files )

- Stop tcpdump and create program using pcap
libraries in C/C++ ( dumpcap.exe )

 Pcap -> standard output -> FIFO -> SQthe
3 month no problem

Ikeriri network service co., Itd
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» We use 250GB pcap file,
nuge huge file with Cascade
PilotPE installed into NotePC

* Use view to check macro analysis, -
and finally check the actual pcaps
using Wireshark

* Only, best, easiest way to
drive huge pcap file

.....
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